Guidelines for Choosing a Good Password

Minimum Requirements for Airnet users
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Bad Passwords
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Choosing a password
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Changing your password
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Protecting your password
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Remembering your password
6

Z

%
%

e,

%y

%y

How would a potential hacker get hold of my password anyway?
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, & This is where every possible combination of letters, numbers and symbols in an attempt to

guess the password. While this is an extremely labour intensive task, with modern fast processors and software

tools this method is not to be underestimated. A Pentium 100 PC might typically be able to try 200,000 combinations

every second this would mean that a 6 character password containing just upper and lower case characters could be
<AB

4. A dictionary attack. A more intelligent method than the brute force attack described above is the dictionary attack.
This is where the combinations tried are first chosen from words available in a dictionary. Software tools are readily
available that can try every word in a dictionary or word list or both until your password is found. Dictionaries with
hundreds of thousands of words, as well as specialist, technical and foreign language dictionaries are available, as
are lists of thousands of words that are often used as passwords such as "qwerty", "abcdef" etc.
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